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; Standard Operatint Pto€edur€ to curtail dissemination of Non Consensual lntimate lmagery

(NCll) content.

R€f.: MeitY, Office Memorandum No 4(35)/202s-Cyberlaws dated 17.11.2025.

This bears approval by competent authoritv

slftR'T,1 .l
1Iiiid

All Addl. chief Secretary/ 4fika
gt]\tl, slinaq Yq $l\(i

. [r rftesh Kumar sharma)PrinciPal Se€retary/ SecretatY

Director

ln compliance with the directions issued by the Hon'ble Madras HiSh.Coun in the matter of X vs Union

;;;#il;;"",":,.:!:::'?i"ii*::*im:Un-i'Jil"::;";;,;5''i"T::#i"",:i"":
tJl;",r.r.#l""oor"o"3il,1",litr;';;r*'ri"-" '",.,,, ."i rorro,, in circumstances surroundint

unauthorized dissemination tt tn"" iii"-Co"tensual lntimate lmages and videos (NCll) in online

domain.

Based on the deliberltigns of the committee' a Standard OPerating Procedure (SOP) to curtail

dissemination of Non-Cons"n""t tnii'-at" ftlg"tti'Cf't tontent' which has b€en framed under clause

(b) of Sub-Rule (2) of Rule g tt ti" i'itttttii" iectrnology (lntermediary Guidelines & oigital Media

Iri,,., ioa"f nr,"r, 2021 has been finalized and filed in the Madras Hith court'

lhe Hon'ble court has directed that victims of Ncll'related offences be informed about the said soP so

' that thev mav follow the stept ;;;;;;t;; for effective redressal of their grievances' The court

has further directed that *"" *tinn, t"tiioine tne sop be ensured through print and electronic

media.

The Hon'ble Co,,rt has also direded that all concemed Govetnment €cencies/departments shall ensure

that as and when anv of ,re uictr-s"jpi;";;;;;;;'""t':gll::l;:ITl:":':f,'"t''"Hi:i:H:
;;;,; il;;;"'."ce of the viarnrs' without rorcins them - o*"'ir"i'i'inl t""'iti"'i-" or rndia is

:lTffi;fi;;o'"n 'no 
children as enshrined under Articre

safeguarded'

ln comPliance \''lith the directions ofthe Hon'ble Court and MeitYs' You ate requested to:

. Take necessary tt-'*"Jo"o"to" * i*' 
'"O"otng 

translation into local languages for wider

. liliili?,1"1; ,re encrosed sop to allyoul subordinate off-':-ut^. 
,h" steps to be folowed when an

. Ensure that the concerned officials are adequately aware or

. l':i;ll;*;1i"1liI'llii'fi' with utmost sensitivitv' conridentiaritY' and prioritY'

\81)!l'x-

. i)..

CopY to following for lnformat ion & necessary Action

Joint secretary, Chief Secreta ry Office, Govt of Raiasthan

. Sr. P5 to Secretary' DolT&C

: ;; ;; ;;;;ssioner and specral secretary' Dorr&c

t Director

n Campus, filak Mar& C-stheme, laiPur-302005
lT Euildint, YoianaBhawa

Ph: 014 1-2224855, far: 0141-2222011

GOVERNMENT OF RAJASTHAN

Department of lnformation Technology & Communication
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Standard Operatlng Procedure to curtail dlsseminatlon of Non'Comensual lntimate

lmagery (NClll content

Under Clause (b) of sub'rule (2) of rule 3 of

the lnformation Technology (lntermedlary Guldellnes and Dldtal Media Ethlcs Code)

Rules, 2021

Mlnistry of Electronics & lnformation Technology

october 2025
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1. lntroduction:

a The present 50P has been put in prace, in rine with the directions of the Hon,bre High court
of Judicature at Madras, in wp 25077r202s wherein the Hon.bre court, vide order dated
75,07,2025, directed the Ministry of Electronics and lnformation Technology to ,proyide
o prototwe ostowhat a vrarm grrr must do when loced wtth sttuottons ol dtssemrnatton
ol NCll content,.

b. This document, constituting a standard operating procedure (Sop), (i) provides guidance
and procedure to be folowed by an individuar for curbrng dissemination of their Nc,content in cyber space and (ii) endeavours to ensure consistent and effective
implementatlon of clause (b) sub rule (2) of rule 3 of the tnformaflon Technology
(lntermediary Guiderines and Drgitar Media Ethrcs code) Rures, 2oz1 (hereinafter referred
to as the rr Rures, 2o2l), by the intermediaries. Forowing information/ acttuities/ content
as detalled in clause (b) sub rule (2) of rule 3 of lr Rules, 2021, shall be removed by theintermediary from its pratform when e request from an individuar or an authorised
representative or an appropriate tovernment or its agency is recelved:

c

i, Content whtch is primo locie ln the noturc ol ony mdteriol which exposes theprivote oreo ol such indlvlduol,
it. Content thot shows such individuot tn fu or ponial nudity,
iii' content thot shows or depicts such indrviduot tn ony sexuor oct or conduct orlv, such ottifrclolty morphed lmoges of such lndividuol ,

The lntermediaries shall remove/disable access to the flagged content:

A. Upon recetuing intimation under sectlon 79(3Xbl read wlth rutes 3(1)(d), from an
approprrate government or its agency as being reproduced herein berow:

,9, Exc/,,ptoa lrcn fiablv ol lntcmedlory ln cettoln cor.,

11) Nowttfltonding onything con-tohed ln ony othet tdw lot thc ume betng io lorce but subject
to the provigons o, sub-sec ons 12) ond (3), on latenediory sholl aot ic iioote 1o, ony tttira portyiaformouoa, doao, ot communicotlon link mod. ovoitoote ir tostca aytm,
(2) the Novtstons ol sub_sectlon (1) stnlt opDly iI_

lo) the lunction ol the rnterme(ttory rs nmrt tt to ptovrdtnE access @ o communi@tron
systam ovet w ch lalomdaton modc ovoiloble by thttd po cs ts troasmttted or tenpotot y
stond ot hosted; o(

(b) the lnt$medtory does rct _
MINISTRY OF ELECTRONICS AND INrcRMATTON TECHNOI.OGY

page 2 of 9



sOP NCll vers.1

(i) initiote the trcnsmistion,

l ) select ahe rc&tu ol the tontmlsdo\ ond

(ll) seled ot nodity the iolormotlon coatoln.d tn the tmnsmlsslon;

(c) ttlf tnternedtoi obsenes due dlltgence whle dischorylng hk, duties undet this Act ond
obo obseryes suclt other guidalncs os the Cen\ol Goveinment moy ptascribe ln this behot,

(3) me Novlslotls of sub.{,ectba (1) tholl oot opply if-
to) the lltcmediary hos conspittd or obctted o. otded ot induced, whether by thrcots ot
promise or otheruise ln the cofimlssloa ol ahc unlowlul act

(b) upon rcccivi,tg octuol *nowledge, or on bel,g notiled W the opproqlote covenment
ot 16 ogency thot any lnfotmoalon, doto ot co,nmunicotlon llnk rcgdtng ln ot coonected lo
o cofiputer resouEe controlled by tha lnaarmediory is belng usad to commit the unlowlul
od, ahe lntermedloty lolls to axqdiaiolsly rcnove o( dlsoble occess to thot moterlol on thot
resourxe wlthout vitlotlng tha ?rldcma in ooy monnet

Exploqotion.-Fot the pu,pose ol thls sectlon, th. exprcssloo "third potty tnfomotbn neons
ony inlormotion deolt with by on intemedlory in his copodty os on intermedlory

Ex|/actt ol flilc 3(1)(.t) ol th. ff nubs 2021:

An lntetmediory, on whose computet rcsource the inlormotlon is storcd, hosted or pu ished,
upon receivlng octuol knowledge ia the fom ol on uder by o toutt ol compeaent lutisdiction or
on being notlfred by tha AWoNotc Govcnment or its ogency unde. clouse (b) of sub-section
(3) of t.ction 79 ol the Acl sholl not host, storc or publtsh ony untowfut lnlo notlon, whtch is
ptohibited undet ony low lot the tim. being ln lorce in relotio,t to the tnterest oJ the sovercignty
ond lateg ty oJ lndio; secwity ol the Stote; lrtendly rclotiont wlth loretgn Stotes; pubtic ordet;
decency or morcllty; in rclEtion to contempt ol coutt; defomotloo; incttement to on ollence
rcloainC to the obove, ot ony lnlomotion which ls prohiblted undet ony low lot the ttme betng in
lorce:

Prcvlded thot ony notiflcotlon mode by the Apptopiate Govenment or its ogency tn rclotion
to ony lnfomotiot which is prohiblted undu ony low for the tlme being tn lorce sholt be
issu.d by on autho sed agency, os moy be notifred by the Appropriote covemment:

Provided fu^het thot if ooy such inlomotion ts hosted, storcd ot pubtished, the tnteTnediory
sholl rcmove or disoble occess to thot infomstlon, os eo y os possible, but in no core lotet
thon thlrty-slx hours lrom tha rcceipt ol the coutt otdet ot on betng noatied by the
Apptop ole Govemment ot lts ogeacy, ot the cose moy be:

MINISTRY OF EI.ECTRONICS AND INFORMATION IECHNOLOOY

Prcvlded olso thot the rcmowl ot dlsobling ol occess to ony lnformation, doto ot
communicotl linkwithln the colcgoies ol lnlomEtion specjfred undq thk clouse, undet
claute (b) on o volunaory bosls, ot on ahe bostt of Oievoaces rcceived und.r sub-rule (2) by
such inlemediory sholl aot omouna to o vlototion ol tha condiuons of clouses (o) or (b) ol
sub-section (21 ol scctlon 79 ol th. Act;

Page 3 of 9



B' Upon receiving intimatron from an lndividuar under.the Grievance redressar
mechanism of intermediary as per rule 3(2)(b) and 3(2Xc) of the tT rules 2OZ1 as
belng reproduced herein below;

Exttoct' ol ruk ,(z)lb) dad 42)(ct ol tha fi nub,202,1:

tq rhe htermedlary sho , withln twery-lour hou9 lro.n the recetpt ol o conploint mode by onlndMduol ot ony per:;on on hts behaf undet thls sub-ruie, tn ,dot_ i or,y ,ortent whlch tsp mo lode la thc natt,- of ony motettol which exposes the prtwte oreo ol suti trdiriduot, ,hors
such lndddual rn lu or poftlol nudiay o( shows ot depicts such individuol in ony sexuor oct or
conduct, ot is in the notute of lmpe,:jonotlon in on ele(lrrcnlc lorm, including ottilictotty moryhed
lmoges ol such lndtviduol, toke oll reoronobte ond procttcoble meosl/ies A remove or dlsoble
occess to such content whhh ts hosted, stored, publlshed ot tmnsmltted by tt:

(c) The intetmediary sho tmplement o nechonlsn lot thc rcc.lpt ol complotnts undet clowe (b)ol thh sub-tule whlch moy enoble the tndivtdwt ot perJon to' ,oiA" a"*,,r, os moy benecesgry lo relo on to such content o. commuolcotlon ltnk.

d The scope of this 50p does not cover any content related to a third person, which may be
considered obscene or othenvise unlawful,

Oiscloimer:
(olfhk document law out o stondo,o operuting procedwe/gurderines ror tokedowa or content undet ctouse rb)of.sub-rule (2) of rute 3 ol the t Rules, 2021, os o supporring docurrit ,na doo, not ,r"* to t proce, omeod otoltet ony pdn or the , Ruret 2027 ,nd rn no noaner should be consrd,t.d os pott or the E Rures, 2021.

(b) Thrs soP rs on ewrvrng document ond hen.ce th. ve,tons or ahts documena may underuo chonge, lt rs rcqt)estedthot 
-'he 

concemed stokehotde' verily the totcst ve,lon on Meltf webslte ond ensure thot th? lotest version tsused oa ony llvcn time.

SOP NCll vers,1
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The SoP provides guidance and procedure for an indlvidual seeking to request an intermediary

or an approprlate government or its agency, either directly or through a duly authorised
person or entity or appropriate govemment or lts agencl, for removal or disabling access of
any information, data or communication link residing on the platform of the intermediary,

which violates the privacy of the individual as detalled in para 1(b) of this SoP and as

prescribed ln;

a. lnformation Technology Act, 2mO including lnformation Technology (lntermediary

Guldelines and Digital Media Ethics Code) Rules, 2021

b. The lndecent Representation ofWomen (Prohibition) Act, 1986;

c. thartiya Nyaya Sanhita,2023,

3. Guidelines for lndlvlduals requestlnq NCll content removal:

An individual may approach any of the followlng/adopt any of the following methods to
report their grievance for removal of their NCll content las described in 1(b] of this SoPl:

One Stop Centres (OSGI:

Reoortinq:

The affected individual (a female victim) or any person/entity/government agency, on her

behalf may report the dissemination / circulation / availability of her NCll content to the

nearest One Stop Centre (OSC) falling under the aegis of Ministry of Women and Child

Developmentl,

The OSG, upon receipt of sueh grievance from an individual:

a. Shall provlde assistance with the NCRP portal, to the individual (National Cybercrime

Reportlng Portal accessible at "www.cybercrime.gov.in");

L The contoct detoils ol OScs ore owlloble on Misslon Shoktt Portol devetoped by Mlntstry of Women

ond Ch d oeveloptnent, oyailoble at httos://missionshakti.wcd.qov.in/statisticsosc

M1/{ISTRY OF ELECTRONICS AND INFORMANON TECHNOI,OOY
Page 5 of 9
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SOP NCll vers.1

b. May provide_legal and/or psychological counselling to the individual, if requested by
the individual;

c. May provide asslstance with filing of complaint with the LE{s (law enforcement
agencies / police station) of appropriate Jurisdiction, if requested by the individual;

d. May assist the individual to get legal assistance throuBh Distrlct Legal Service Authority
(DLSA) or empanelled lawyers, lf requested by the lndividual.

Approach lntermediarles:

Reoortinq:

a. lndividual or any person/entity/eppropriate government or its agencY on their behalf,

can approach the concerned intermediary / website to remove the content either
throuBh their use. reporting channel/ by contaeting the concerned Grievance Offlcer

lappointed by the lntermediary in compliance of clause (a) sub rule (2) of Rule 3 of lT
Rules, 20211 as per the details available on their website/App or by clicking the
abuse/report button in the website / App or through the Trusted Content Flaggers

onboarded by the lntermediary.

b. Additionally, individual may also report to the particular intermediary through NCRP

(National Cyber Crime Reporting Portal) platform through an integrated link:
httm;//cybercrimc.cov.idWebform/reoort abuse social media.as0x

c. ln case the complalnant receives no response from the Grievance Officer of the
lntermediary wlthln the stipulated time or is dissatisfied with the resolution offered

by the Grlevance Officer, the complainant may appeal before the Grievance Appellate

Committee (GAC) established under Rule 3A of the lT Rules 2021 against such decision

or their failure to act withln appllcable timelines. The UR[ for filing the appeal is

"www.gac.gov.in".

Action to be taken bv lntermediaries:

The intermedlaries shall alitn thelr community guidellnes (and slmllar terms and conditions

formlng part of the contracts entered in with the users) as per the provisions of the lT Rules,

202r,

Upon receipt of such grievance (as mentioned above) from an lndividual;
MINISTRY OF ELBCTRONICS AND INFORMATION TECHNOI.OOY
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50P NCllvers.l

a. The intermedlaries shall remove/disable access to the Gontent within 24 hours of

reporting by the individual, as prescribed in clause (b) sub rule (2) of Rule 3 of lT Rules'

2021, for violation of thelr community guidelines and shall also acknowledge the same

to the comPlainant.

b. SSMIs shalldeploy crawler technology/other similar technology to identify the hashes

collated with the reported NCll content and shall takedown similar content as soon as

possible in other URls/sources, for preventlon of further uploads of such identilied

NCll content, as prescribed ln sub'rule (4) of rule 4 of the lT Rules' 2021

c. The hashes so collated shall also be communicated to l4C through the Sahyog Portal

(if onboarded) for creation and maintenance of secure hash banks' to prevent

resurfacing of the flagged content.

d. lntermediaries shallperiodically lnform the individualabout the removalof the flagged

content as well as the resurfaced content'

e. lntermediaries, whlch are ln the nature of search engines, shall also de-index any such

content from the search results.

f. The intermediaries, in case of content posted on other websites, shall immediately

report the same to l4C throu8h Sahyog Portal lf onboarded' for lmmedlate action and

also intimate the same to the individual'

g. The content delivery networks (CDNs) and Domain Name Registrars (DNRs) shall

render the flagged content inaccessible, either by deregistering the website hosting

the fla8Sed content or by directing the website owner to remove the content from the

source, as early as posslble but not beyond 24 hours'

h. The CDNs and DNRs shall also ensute that the content if uploaded through different

uRLs, be rendered inaccessible, withln 24 hours of detectlon by them or brouSht to

their notlce by the individual or authorized Government agency or entity or LEAS'

Natlonal Cyborcrlme Reportln8 Portal (NCRP!:

ReoortinE:

iliil;;rr.y report through the National c]ber cdme reportint portat (NcRp] under the

aeSls of l4C (MHA), either through the onllne mode (at www'cvbercrlme'qov'in) or by dialllng

1930.

Actlon to be taken:

MINISTRY OF ELECTRONICS AND INFORMATTON TECHNOI'OOY
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a. Standard Operatlng Procedure for the National Cyber Crime Reportlng Portal details

the procedure for handllng 'NCll' complaints including initiation of investigation and

expedited removal of such content.

b, ln case of content clrculatinB on social media, the same can be actioned through

issuance of notlces to expeditiously remove or disable access to that material under

clause (b) of sub-section (3) of section 79 of the lnrormation Technology Act, 2000

r/w clause (d) of sub-rule (1) of Rule 3 (of lT Rules, 2021, tot removal of the flag8ed

content as soon as posslble but not beyond 24 hours, as prescribed ln clause (b) sub

rule (2) of Rule 3 of lT Rules, 2021.

c. Content (other than that hosted upon social media platforms) may be actioned

through intimation to DoT (Department of Telecommunicatlons, Ministry of

Communications) for approprlate actlon. -

Law Enforcement Agencles ([EAs]/ Police Station:

ReoortinR:

lndividual may flle a complaint wlth the local law enforcement agencles ie the local police

station.

Action to be taken:

a, The LEAS shall lmmediately report the fla8ged content on NCRP and also through

sahyog Portal and intimate the same to the indlvidual;

b. The LEAs may re8ister the complaint of the lndivldual, if requested by the indtuidual

and initiate approprlate legal action;

c. The LEAS may assist the individual in connecting with the nearest One Stop Centre

(OSC), if requested by the indlvidual for psychologlcal couriselling and/or legal

assistance.

General Coordination & Follow-up:

a. l4c, MHA through the NCRP shall act as the aggreSation Point, for all Ncll content

removal requests/grievances received from OSCS, LEAs and those directly reported to

NCRP.

b. l4g MHA shall also act as the atgretation point for the secure NCll hash bank to be

created and maintained in conjunction with inputs from intermediarles.

Page 8 of 9
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c. DoT shall coordinate with the internet service pro/ide6 to block the access to the

flagged URls/links, based upon the reference received from the appropriate

Government or its agency/LEAs/|4C.

d. MeitY (Ministry of Electronics and lnformation Communlcatlon Technology) shall

coordinate with the intermediarles along wlth other stakeholders, for compllance in a

timely manner.

MINISTRY OF ELECTRONICS AND INFORTIATION TECHNOIPGY
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MINISTRY OF ELECTRONICS AND INFORMATION TECHNOLOGY

NOTIFICATION

Ncw Dclhi, thc 22nd Octobcr, 2025

GS,R 775(E).- In cxcrcirc ofttc po*crs confcmd by sub-sccrion (t), clsusca (z) and (zg) ofsub-section
(2) of scction E7 of thc Information Tcchnology Act, 2000 (21 of 2@0), thc Cctrtral Govcrnmcnt licrcby makcs rhc
followint rulc! to funhcrsm.lld thc lnformstion Tcchnoloty 0ntcrmcdirry Guidclincs and Digitsl Mcdis Ethic.s Code)
Rulcs, 2021 , nancly:-
L . . (l) Thesc nrlcs mly bc cstlcd thc lnformalion Tcchnology (IntEmrdiary cuidelines ard Digirrl Mcdia Erhics
Codc) AmcDdmcn! Rulcs, 2025.

(2) Thcy shall comc inro forcc on thc 156 day ofNovcmbcr, 2025.

2. In thc lnformation Tcchnology (lntarmcdirry Guidclincs and Digitel Mcdia Ethics Codc) Rulcs, 2021, in rulc
3, in tub-rulc (l), for claurc (d), thc following clausc shrll bc sublrihrtrd, namcty:-

"(d) an irtcrmrdiary, on whoss computs rcsourcc thc irformstion which is uscd to commit an unlawful act
which ir prohibitcd und.r ary l for drc limc bcing in forcc in rclation lo thc intcrcst of thc sovcrcitnty and
integrity oflr:dis: sccuriry ofdlc Statc; &icndly r.htio[s with forcign Strt€s; public ordcc dcccrcy or mora.lity;
in rrlatior to contrmpt ofcourt; dcfamation; incitcmcnt to an offcncc rclating to thc abovc, or any information
which i3 Pmhibitcd undcr my hw for thc timc bcing in forcc ir hostcd, disphyd publishcd, ransmincd or
storcd sh.ll, upon rccciving thc rculsl knowlcdgc undr clausc (b) of rub-scctior (3) of scction ?9 of rhc Act
on such informatior, rcmqvc or disrblc accart to ruch information within thirty-six hours ofthc rcccipt ofsuch
ac$al knowlcdgq and such actual knowlcdgc shrll ui6c only in thc following mrnncr, nrmcly:-

(i) by an ordcr ofa court ofcompctcntjurkdiction; or

(ii) a rcrsoncd intimation, in writing,-

O issucd by an ofliccr authoriscd for tic purpose of isuing such intimarion by thc Appropriatc
Govsrnmcnl or its agcncy, bcing not bclow thc nnk ofJoint Sccrst8ry or !n ofliccr cquivalcot ir
rank or whcre sn o{ficr 8t such rrnk is not tppoinE4 t Dircctor or an officcr cquivalcnt in rank,
to thc Govcmmcnt of Indir oI to $c Stratc Govcmmcnt, as thc casc may bc, rnd, whcrc so
rulhoriscd, rcting through r singlc contsgonding officcr in its authoriscd rgcnry, whcrc such
lgcocy ir !o tppointcd:

Provlded th.t whcrc such intimation is !o bc issucd by thc policc administration, rlc
authoriscd ofliccr shall not bc bclow thc rsnk ofDcp[ty lnspcctor Gcncnl ofPolicc, cspccially
authoriscd by thc Appropristr Oovcrnm€nt in this bchalf:

P,oidcd furlhq lhLl rll such intimstio rhall bc subjcct to p$iodic rcvicw by an ofliccr
not below thc r8nk of thc Secrctrry of thc concancd Appropristc Govcrnmcnt oncc in cvcry
month to cnrurc rhlt such intimationl rrc ncccss!ry, proportionstc, lnd consistcnt with clausc (b)
ofsub-scction (3) ofscction 79 of0c Act and this clausci

(ll) clcsrly spccifying thc lcgal basis rnd statutory provision bvokcd, thc naturc of Ihc unlawful act,
and thc spccific uniform rcsourec locrtor, idcntifirr or othcr clccuonic location of thc information,
data or communicstion link requircd to bc rcmovcd ordisablcd;".

[F. No. 2(4)4025.CybcrLaws]

AJIT KUMAR, Jr Secy.

Notc'-Thc principsl rulcs wcrc publishcd in thc Gazcttc of Indir, Erksordinsry, Psrt II, Sccrion 3, Sub.scction (i),
vd, notification numbcr G.S.R.I39(E), dstcd thc 254 Fcbruary, 2021 rnd subscqucntly amcndcd vi&
notificstion. numbcr G.S.R.794(E), d8tcd thc 286 Octob€r, 2022 and idc 

^otific8tion 
numbcr G.S.R. 275(E),

drtcd thc 5d' April, 2023.

Uplordld by Dlc. ofPrinting !t Govcmmcnt oflndir Pnsr, RinS Ro.d, M.yapuri, N.w Dclh!l 10064
lnd Publirhcd by thcControll.r ofPublic{tions, Dcthi.llOO51. *E{F
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